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Points of Risk Related to Farm Data 

Protection 

 

ñCyber criminals and hactivists will 

Increasingly target farm data.ò   
FBI/USDA Cyber Division Private Industry 

Notification, ñSmart Farming May Increase Cyber 

Targeting Against US Food and Agriculture Sector,ò 

(March 31, 2016). 



Protection of Farm Data 

What is Farm Data: 

 

ÅPersonal information 

ÅFinancial Information 

ÅOperational Information 

 



Privacy 

Overarching Rules for Privacy 

Protection 

Å Collect, use and retain data in a manner 

consistent with privacy laws 

Å Implement systems and audit them to 

ensure actual privacy protection  

practices are consistent with the  

law and customer-facing  

statements 



Privacy 

Privacy Protection Components: 
Å Conduct security risk assessments 

Å Remediate vulnerabilities  

Å Provide security training for employees 

Å Create and implement policies, including access 

and use policies  

Å Enforce policies 

Å Conduct security audits 

Å Implement best practices for  archiving system logs 

for purposes of investigation and internal policy 

compliance  

 



Privacy 
 
 

Five Specific Points of Risk 

1) Geography (a countryôs governing laws) 

2) Physical Infrastructure (the vast network of public 

cables and private hardware) 

3) Logic layer (the protocols that automatically 

transmit and route data packets to the addressed 

location) 

4) Cyber personas (identifiers such as IP addresses 

and usernames)  

5) People (individuals, not always easily linked to 

cyber personas) 



Address Parts of This Risk 

Through Good Contract 

Drafting 
Focus on: 

ÅLimitations of Liability 

 

ÅIndemnification 

 

ÅProcess 



Contract Components to 

Consider 

ÅDefinitions ï data, sensitive data, ñanonymizedò 

information according to what standard? 

ÅStandard of care ï what level of precautions must 

be taken, by whom and when, and are you liable 

for actions of independent contractors? 

 



Contract Components to Consider 

ÅBreach procedures ï identify the contact 

persons, notice timelines and procedures, 

expenses, investigation coordination 

obligations, which party covers expense of 

different tasks? 

ÅOversight ï audit rights, assessments, 

monitoring, training? 

 ÅReturn, delete, destroy ï when and how must data 

be retained or relinquished? 

ÅRepresentations and warrantiesðcold 

Å Indemnification rights and Limitation of liability 



Contract Components to 

Consider 
ÅAdministrative controls ï internal policies, 

restricted access, encryption, and logging? 

ÅEmployee devices ï internal policies banning, 

allowing, or limiting use to minimize risk? 

ÅBusiness Continuity/Disaster Recovery Plans 

ÅPenetration testing (internal and external) 

ÅCyber Insurance ς is it required, how much, what is 
excluded?  

ÅBusiness continuity / disaster recovery plans 



Data Breach Response 



Data Breach Response  

 

ñThere are only two types of companies: those that 

have been hacked, and those that will be. Even that is 

merging into one category: those that have been 

hacked and will be again.ò 

 

                                               - FBI Director Robert Mueller, 2012 



Data Breach Response  

 

ñYouôre going to be hacked. Have a plan.ò 

 
 - FBI Cyber Division Assistant Director Joseph Demarest, 

 2014 

                                               



Recent Security Breach 

Examples 

 ÅTarget 

ÅPF Changôs 

ÅRansomware 

ÅHard Rock Casino 

ÅMilwaukee Bucks 

ÅHouston Astros 

ÅIRS Fraud 

ÅBusiness Espionage 

ÅLaw Firm Breaches 

 



http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/ 



http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/ 



http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/ 



Ponemon 2015 Cost of Data Breach Study 

Lost Business 

57% 

Post-breach  

Costs 

25% 

Notification 
Costs 

9% 

Detection & 
Escalation 

costs 

9% 

Breach Cost Components 




