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Points of Risk Related to Farm Data
Protection

NCyber criminals anc

|l ncreasi ngly target

FBI/USDA Cyber Division Private Industry

Not 1 f I 8naait Faonmg Maiy Increase Cyber
Targeting Against US Food
(March 31, 2016).
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Protection of Farm Data

What is Farm Data:

A Personal information
A Financial Information
A Operational Information
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Privacy

Overarching Rules for Privacy
Protection

A Collect, use and retain data in a manner
consistent with privacy laws

A Implement systems and audit them to

ensure actual privacy protection peg =
practices are consistent with the §p o7

law and customer-facing
statements

2imoy.
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Privacy

Privacy Protection Components:

Conduct security risk assessments
Remediate vulnerabillities
Provide security training for employees

Create and implement policies, including access
and use policies

Enforce policies
Conduct security audits

Implement best practices for archiving system logs
for purposes of investigation and internal policy
compliance

o Io Po  Io Do I» Do
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Privacy

Five Specific Points of Risk
1) Geography (a countryos govV
2) Physical Infrastructure (the vast network of public

cables and private hardware)

3) Logic layer (the protocols that automatically
transmit and route data packets to the addressed
location)

4) Cyber personas (identifiers such as IP addresses
and usernames)

5) People (individuals, not always easily linked to
cyber personas)
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Address Parts of This Risk
Through Good Contract
Drafting

Focus on:

A Limitations of Liability

A Indemnification

A Process
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Contract Components to
Consider

A Definitionsidat a, sensitive dat a
Information according to what standard?

A Standard of care i what level of precautions must
be taken, by whom and when, and are you liable
for actions of independent contractors?
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Contract Components to Consider

A Breach procedures i identify the contact
persons, notice timelines and procedures,
expenses, investigation coordination
obligations, which party covers expense of
different tasks?

A Oversight 7 audit rights, assessments,
monitoring, training?

A Return, delete, destroy i when and how must data
be retained or relinquished?

A Representations and warrantiesd cold

A Indemnification rights and Limitation of liability




HUSCHBLACKWELL

Contract Components to
Consider

A Administrative controls i internal policies,
restricted access, encryption, and logging?

A Employee devices i internal policies banning,
allowing, or limiting use to minimize risk?

A Business Continuity/Disaster Recovery Plans
A Penetration testing (internal and external)

A Cyberinsuranceg is it required, how much, what is
excludec

A Business continuity / disaster recovery plans
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Data Breach Response
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Data Breach Response

MThere are only two types of companies: those that

have been hacked, and those that will be. Even that is
merging into one category: those that have been
hacked and wil | be again. o

- FBI Director Robert Mueller, 2012
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Data Breach Response

NYouoOre going to be hacked.

- FBI Cyber Division Assistant Director Joseph Demarest,
2014
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Recent Security Breach

Examples

A Target

APF Changos
A Ransomware

A Hard Rock Casino

A Milwaukee Bucks

A Houston Astros

A IRS Fraud

A Business Espionage
A Law Firm Breaches
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World's Biggest Data Breaches ®

interesting story
Selected losses greater than 30,000 records
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World's Biggest Data Breaches

Selected losses greater than 30,000 records
(updated 24th Mar 2015)
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World's Biggest Data Breaches

Selected losses greater than 30,000 records
(updated 24th Mar 2015)
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Ponemon 2015 Cost of Data Breach Study

Breach Cost Components







